Timeline of

Cyberattacks on
U.S. Healthcare in 2020
Healthcare organizations, already hard hit by the COVID-19 pandemic, have become prime targets
for cybercriminals intent on stealing important data or crippling computer networks to demand
ransom. Here’s a brief timeline of some healthcare-related cyberattacks in 2020.
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JAN

Maze and REvil Ransomware Groups
The Microsoft Threat Protection Intelligence Team detailed
tactics that ransomware groups, such as Maze and REvil,
used to target healthcare organizations during the early days
of COVID-19. These groups used similar techniques, such as
credential theft and lateral movement, before deploying a
ransomware payload.¹

April
National Cardiovascular Partners
A cyberattacker gained access to a National Cardiovascular
Partners employee’s email and an Excel file containing patient
information. The data breach was discovered in May, and the
company notified 78,000 patients that their data was
potentially compromised.2

May
COVID-19 Research
The Federal Bureau of Investigation (FBI) and the
Cybersecurity and Infrastructure Security Agency (CISA)
issued a public service announcement warning organizations
conducting COVID-19 research of becoming likely targets of
intellectual property theft and other cyber espionage by the
People’s Republic of China.³

Valley Health System
FEB

University of California
University of California San Francisco School of Medicine
officials paid a $1.14 million ransom demand to unlock
encrypted files.

July
Moderna
Massachusetts-based Moderna, a research firm developing
a COVID-19 vaccine, was targeted by hackers with ties to
the Chinese government in an effort designed to steal
valuable data.

Valley Health System confirmed that a ransomware attack
by the REvil group disrupted its operations and accessed
sensitive data from its website, including PII and PHI such
as patient prescriptions.
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September
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MAY

Universal Health Services
Universal Health Services (UHS), one of the primary U.S.
healthcare chains, experienced a major cyberattack,
resulting in failure of interconnected computer systems in
over 400 locations. It was later reported in the media that
UHS was the victim of a Ryuk ransomware attack.7,8
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October
Ryuk Ransomware
A handful of hospitals across the U.S. were hit by
ransomware attacks at the end of the month, including the
St. Lawrence Health System of New York and Sky Lakes
Medical Center in Oregon.9
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Joint Cybersecurity Advisory on Ryuk
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June
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CISA co-authored an advisory with the FBI and the
Department of Health and Human Services about
ransomware activity targeting the healthcare and public
health sectors. The advisory warned of “an increased and
imminent cybercrime threat to U.S. hospitals
and healthcare providers.”10
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