
ITCube Mitigates Remote Access Risks  
& Enhances Customer Trust 

C A S E  S T U D Y

Overview
Founded in 2003, ITCube is one of the world’s premier information technology service providers, 
trusted by numerous customers and partners worldwide.

ITCube’s services include UX design, consulting, software testing, BI, mobile app and 
SharePoint development. The company has also engineered a variety of products, including 
ITConnect, Legal Case Tracker, and iCase360. ITCube’s BPM division offers services in Smart 
Back Office, Document/Record Management and Customer Support.

For ITCube, customer satisfaction is the ultimate measure of success, and their impeccable 
customer satisfaction and retention rate speaks volumes about their client centric approach.

ITCube had deployed anti-virus software for endpoint security and firewalls for perimeter 
security in their datacenter situated at their head office in Pune, India. 

The Challenge
Founded in 2003, ITCube is one of the world’s premier information technology service providers, 
trusted by numerous customers and partners worldwide.

ITCube’s services include UX design, consulting, software testing, BI, mobile app and 
SharePoint development. The company has also engineered a variety of products, including 
ITConnect, Legal Case Tracker, and iCase360. ITCube’s BPM division offers services in Smart 
Back Office, Document/Record Management and Customer Support.

For ITCube, customer satisfaction is the ultimate measure of success, and their impeccable 
customer satisfaction and retention rate speaks volumes about their client centric approach.

ITCube had deployed anti-virus software for endpoint security and firewalls for perimeter 
security in their datacenter situated at their head office in Pune, India.

The Approach
ITCube implemented ColorTokens’ Xprotect cloud-based solution, to proactively protect their 
endpoints including user machines and servers from breaches, malware, ransomware, and 
zero-day. Leveraging Xprotect’s whitelisting capability and configurable security rules allowed 
only company-sanctioned applications to run while employees worked from home. 

ColorTokens’ Xshield helped ITCube isolate business-critical data, including critical assets 
and applications, servers, and sensitive customer data based on both native and custom 
groupings. Xshield provides complete visibility into ITCube’s network traffic, applications, 
workloads, and endpoints. 
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Simplifying Your Journey to Zero-Trust Architecture

ColorTokens is a leader in delivering innovative and award-winning zero-trust cyber security technology solutions 
such as network micro-segmentation, endpoint hardening and whitelisting, cloud and container security, and zero-
trust network access. ColorTokens is a US corporation headquartered in Silicon Valley, and has approximately 400 
employees world-wide, with offices in the United States, the United Kingdom, the Middle East, and India serving a 
diverse client base in both the public and private sector. For more information, please visit colortokens.com
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Results and Benefits
With ColorTokens by their side, ITCube was able to give its customers peace of mind that their 
sensitive data was safe and secure. Implementation was easy – there was zero impact on 
running processes, and no need for a reboot or update, which helped employees work toward 
customer deliverables effectively. 

ColorTokens’ cloud-delivered, signature-less agents proved superior compared to anti-virus 
software that required machines to be within the office/corporate network for any updates.

ITCube quickly realized the value from ColorTokens’ solutions, gaining continuous protection 
through lightweight and self-contained agents that were centrally deployed and managed 
across over 700 computing machines with minimal configuration efforts. ITCube implemented 
a very thorough governance and security framework to establish this Zero Trust model of 
security and a principle of least privilege.

With ColorTokens’ robust reports and dashboards, ITCube’s infosec team has gained complete 
visibility into network traffic, applications, and endpoints. Plus, the infosec team is now able  
to spend time fixing security gaps rather than collating and analyzing security alerts from 
various tools.

Conclusion
Overall, with ColorTokens help, ITCube was able to secure remote employees’ machines, 
strengthen customer trust, and implemented proactive cybersecurity to protect company, 
employee, and customer data. This enhanced security put ITCube ahead of the attack  
curve and competition and was another shining example of ITCube’s commitment to  
customer satisfaction.

ColorTokens delivered a 
robust microsegmentation 
solution that allowed us 
to isolate our customers’ 
business-critical data within 
secure zones and apply 
appropriate policies to 
restrict unauthorized access. 
Deploying ColorTokens 
Xshield reduced our attack 
surface by 53%; combined 
with granular policies, this 
helped us give our customers 
peace of mind that their most 
sensitive data was protected 
from cybercriminals.”

-  Uday Inamdar, CEO
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